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I. Mot s6 khai niém

STT | Tén thong tin | Pinh nghia
1 | Nha san xuét La c& nhan, ho gia dinh hodc hop tac xa truc tiép thuc
(Nong ho/Hop | hi¢n hoat dong canh tac, san XuAt san phém.
tac xa) Vai tro trong hé théng TXNG:
- Khoi tao dit liéu truy xudt ngudn goc trong qua trinh
san xuat (nhat ky canh téc, thu hoach,...)
2 | Doanh nghi¢p |La doanh nghi€p thu mua nong san tir cac nong ho va
kinh doanh phan phdi xuat khau, dén céc cira hang.
nong san Vai tro trong hé théng TXNG:
- Mua, ban giao UID va kich hoat UID san pham
- Tiép nhan, cap nhat dit lidu truy xuat nguén gdc trong
cac cong doan sau san xuat
3 | T6 chic cung |La td chirc cung cap giai phap phan mém cho Nha san
cap giai phap xuat va doanh nghiép kinh doanh nong san khoi tao, két
truy xuat ngudn | ndi nhan truyén, luu trit dir liéu truy xuat ngudn gbc theo
gbc (TCGP) quy dinh cua by Nong nghiép & Moi truong (NNMT)
Dit liéu truy xuat ngudn goc s€ duoc TCGP truyén dén
bd NNMT thong qua T chirc két ndi truyén nhan dir liéu
hoac qua S&
4 | T chirc két ndi | La t6 chirc két ndi dé truyén nhan, luu trit dir liéu TXNG
truyén nhan tir TCGP dén hé thdng ctia b NNMT
(M-Van)
5 | CoreTXNG La hé thong dir liéu truy xuat ngudn gdc cta bd Nong
nghiép & Mai truong.
CoreTXNG tiép nhan dir liéu TXNG tir M-Van va cac
don vi két nbi; cung cép hé théng dé can b tai s&
NN&MT quan 1y dit liéu TXNG; cung cap cong tra ciru
dir liéu TXNG cho nguoi ti€u dung.
6 | Dt ligu TXNG [La dir li¢u dugc gui tr Nha san xuét, Doanh nghi¢p kinh

doanh ndng san, Pon vi kiém nghiém, Hai quan va cac
co quan quan 1y lién quan khac vé san pham nong san
tham gia hé thong TXNG.

Muc dich: Nguoi ti€u dung c6 thé tra ctru dugc ngudn
goc xudt xir ctia san pham, nhat ky san xuat, két qua
kiém nghiém va cac thong tin khac lién quan.




I1. M6 hinh hé thong Truy xuit ngudn gbc

MO HINH HE THONG TRUY XUAT NGUON GOC VIET NAM
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KIEM NGHIEM

Két qua

Chuyé'n

DON V|
GIAI PHAP TCGP M-VAN
Qs | B
~ Di ligu déng géi @ I \ e
DOANH NGHIEP KHO DU LIEU CONG TRA CUU N GUCI TIEU DONG
I11. M6 hinh luong nghiép vu chinh
(), 2 " . A R (o~ )
Luong nghiép vu chinh cua Néng hé/hop tac xa
1. Bang ky tham gia hé 2. GUi di¥ liéu nhat ky 3. Cap nhat két qua kiém
thdng TXNG canh tac nghiém tai noi sén xuét
. _J




Chi tiét timg nghiép vu c6 ludng xir 1y nhu sau:

I11.1. Pinh nghia cac biéu twong trong md hinh

Van ban, Dir liéu Ghi cha
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théng

- Ai thue hién
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- Diéu kién kiém tra
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Luuy:

- Hién tai, cac thong diép dit licu TXNG dugce gui lén CoreTXNG déu phai
qua budc kiém tra va duyét. Tuy nhién, & giai doan hién tai, CoreTXNG chua tra
luén dugce két qua duy¢t cho cac don vi két ndi. He théng TXNG cua TCGP chu
dong kiém tra két qua duyét qua API kiém tra trang thai thong diép tai tai liéu
Huong dan tich hop API TRACE HUB SNDP.docx

- O céc thong di¢p gui dir licu TXNG, can bét bude ¢ thong tin MST va ky
s6 ctia don vi két ndi tryc tiép véi MVAN (S¢ ban nganh dia phuong/TCGP két
ndi truc tiép/TCGP két ndi truc tiép)



I11.2. Ludng quy trinh ding ky tham gia TXNG ciia nha sin xuit

rDK‘I‘. Bing ky tham gia TXNG - Danh cho nha sén xuét
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I11.4. Ludng diing ky UID

(‘TEM?1. Tiép nhén théng tin déng ky s6 lrong tem

Ung dyng cia TCGP

H$ théng truyén nhan
dir liguTXNG cua TCGP

MVAN

H@ théng Core HO8 - Nha in tem
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I11.6. Ludng giri dir liéu nhat ky san xuat
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111.8. Ludng giri két qua kiém nghiém tai nha san xuét

( o I o P 0
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IV. Ludng nghiép vu tich hop MVAN
IV.1. Ludng giti dir liéu tir TCGP dén Core

TCGP th}_J:C hién gui dir liéu XML sang hé théng MVAN thong qua API tich
hop. MVAN tief:p nhan request, thuc hi¢n xac thuc RSA Signature va chuyén tiép dir
liéu sang hé thong Core dé xur 1y.

TCGP

| gui dir licu XML
MVAN

| chuyén tiép
CORE

IV.2. Luong phén hoi dir liéu tir Core vé TCGP

Sau’ khi hé théng Core xur ly thong g’fiép, két qua s€ duoc tra Yé MVAN.
MVAN tiép tuc thuc hién callback dit li¢u vé endpoint do TCGP cung cap.

CORE
| phan hoi
MVAN

| callback
TCGP

IV.3. Vai trd cac hé thong

H¢ thong | Vai tro

TCGP Khai tao request, ky RSA Signature va tiép nhan callback dit liéu

MVAN Tiép nhan request, xac thuc chit ky $0, chuyén tiép dir liéu va
callback két qua

CORE  |Xur Iy nghiép vu va tra két qua vé MVAN

10



V. Co ché xac thuc RSA Signature
V.1. Tong quan

API MVAN str dung co ché xac thuc RSA-SHA256 Signature két hop
Timestamp nham dam bao:

- Tinh xac thuc (Authentication): request dugc gui tur diing client da dang
ky.

- Tinh toan ven dir liéu (Integrity): dir liéu request khong bi thay ddi trong
qua trinh truyén. N

- Chong Replay Attack: moi request chi hop 1¢ trong khoang thoi gian +5
phut ke tir thoi diém ky.

V.2. Yéu ciu déi véi TCGP

1) Sinh cap khoa RSA 2048-bit. ,
2) Gui Public Key (PEM) va ma so thué cho MVAN.
3) Nhan Key ID (X-Key-Id) dé sir dung khi goi API.

Private Key do TCGP tu quan ly va khong dugc chia sé cho bén thir ba

Sinh RSA Key Pair (OpenSSL)
openssl genrsa -out private.pem 2048
openssl rsa -in private.pem -pubout -out public.pem

V.3. Quy trinh ky Request

Budc 1: Tao timestamp UTC theo Unix seconds.

Budc 2: Tao chuéi dur liéu ky = UTF8(timestamp) + UTF8(raw_body).
Budce 3: Ky bang RSA-SHA256 + PKCS#1 v1.5.

Budc 4: Encode Base64 va gui trong header X-TCGP-Signature.

V.4. Quy trinh xac thuc phia server

(1) Kiém tra timestamp trong khoang +5 phut.

(2) Tra ctru public key theo X-Key-Id.

(3) Tao lai dir li¢u verify tir timestamp + raw body.
(4) Verify chit ky bang RSA-SHA256.

11



VI. HTTP Status Code va Error Code
Hé thong API sir dung HTTP Status Code dé phan anh trang thai xt Iy &

mic giao thirc HTTP.
HTTP | Y nghia Mb ta
Code
200 Success / Request dugc xtr 1y thanh cong ¢ ting HTTP.

Business Error

Két qua nghiép vu (thanh coéng hay 16i) dugc
phan biét qua truong status trong body JSON
("success" hoac "error")

Error

400 | Bad Request Dit liéu dau vao khong hop 16 — thiéu field, sai
dinh dang, khong khop XML

401 Unauthorized Khong xac thuc duge — sai token hodic 16i RSA
signature

403 Forbidden Khong c6 quyén truy cap API

404 Not Found Khéng tim thiy resource theo ID/code dugc
cung cap

409 Conflict Request hop 1¢ nhung vi pham rule nghi¢p vu
hodc trang thai hién tai

500 Internal Server L&i ngoai 1¢ khong xir Iy duoc & phia server —

xay ra trong qua trinh xur Iy nghiép vu hoac xéc
thuc

Vi du Response 16i

400 — Sai type code

{

"status": "error",

"code": "REQ-400",

"message": "type code khong khdp voi dir li¢u xml"

}

401 — Sai chir ky RSA

{

"status": "error",

"code": "SIGN-001",

"message": "Chir ky khong hop 18"

}

401 — Timestamp hét han

{

"status': "error",

"code": "SIGN-001",

"message": "X-TCGP-Timestamp ngoai cira sé cho phép (£5 phut)"

}

12



403 — Tai khoan bi khoa
{

"status": "error",
"code": "AUTH-403",
"message": "Tai khoan khong hoat dong"

b

404 — Not Found
{

"status": "error",
"code": "API-404",
"message": "Endpoint khong ton tai"

b

409 — Trung ma thong diép
{
"status": "error",
"code": "BIZ-409",
"message": "Trung ma thong di¢p"

}

500 — Loi server
"status": "error",
"code": "SYS-500",
"message": "Lo1 mvan"

b

200 — Thanh cong
{
"status": "success",
"result": "DUYET",
"registration_code": "TEM-26-000123",
"message": "Pang ky tem da duoc duyét"

}

13



VIL Quy dinh vé dinh dang dit liéu

Céc field trong API sir dung quy chuén kiéu dit liéu nhu sau:

Kiéu dir liéu | M ta Vi du Gi6i han
string Chudi ky tw UTF-8 | "ABC123" Téi da 255 ky tu
néu khong mo ta
riéng
number S6 nguyén hoidc sb | 123 /123.45 Theo tung field
thuc cu thé
boolean Gi4 tri dung/sai true / false 1 ky tu logic
date Ngay theo dinh "2025-05-12" 10 ky tu
dang yyyy-MM-dd
datetime Ngay gio theo dinh | "2025-05-12 19 ky tu
dang yyyy-MM-dd | 14:30:00"
HH:mm:ss
email Dia chi email hgp 1& | "test@example.com" | Tdi da 255 ky tu
base64 Dt li¢u encode "SGVsbG8=" Theo gidi han
Base64 payload
guid UUID/GUID chuan | "550e8400-e29b- 36 ky tu
RFC4122 41d4-a716-
446655440000"
VIII. Danh sach API

Bang dudi day mo ta cac HTTP Header bit budc phai ¢ trong moi request
gui t61 API MVAN. Céc header nay dugc str dung dé dinh danh client, xac thuc

chir ky s6 va kiém tra tinh hop 18 ctia request:

Header Kiéu |Bitbudc | Mo ta

X-Key-Id String | C6 Key ID do MVAN cap
X-TCGP-Timestamp | Long | Co Unix Timestamp UTC
X-TCGP-Signature String | C6 RSA-SHA256 Signature (Base64)
Content-Type String | Co application/json; charset=utf-8

14



VIII.1. API Gtri thong di€p (send_record)

Request

POST /Api/traceHub/send record HTTP/1.1
Host: uat-txngmvan.netacom.vn
Content-Type: application/json; charset=utf-8
X-Key-Id: <keylD>

X-TCGP-Timestamp: 1746956400
X-TCGP-Signature: <Base64 Signature>

{
"record": "PHhtbD51ZWxsbzwveG1sPg==",

"type code": "201",
"registration_code": "TEM-26-000123",

b
Request Body Fields
Field Required | Type Max Description Example
Length
record Yes base64 | 10 MB | Dir licu XML PHhtbD5
string encode Base64. [ZWxsbz
Xem mo ta chuan | wveGlsP
dir liéu xml chi tiét | g==
Tai day
type code | Yes string | 10 M3 loai thong digp | 201
Registratio | Conditional | string | 20 M3 phiéu dang ky | TEM-26-
code bat budc nhap khi | 000123
type code = 302

Response Success
HTTP/1.1 200 OK
Content-Type: application/json

{ n.n

"status": "success",

"code": "IWS001",

"message": "Thanh cong",

"message code ref™:
"V01090457602677D91652BB4A9F829564366D11D980",

"result": "DUYET",

"request xml to core": "PHhtbDSIZWxsbzwveG1lsPg==",

"response_xml from core": "PHhtbD51ZWxsbzwveG1sPg==",

"registration_code": "TEM-26-000123"

b
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https://drive.google.com/drive/folders/1dj9E8RACnlDc9pHnLJkg2EalBwHRyg8a?usp=drive_link

Response Error

HTTP/1.1 401 Unauthorized

Content-Type: application/json

{

"status'": "error",
"code": "SIGN-001",

"message": "Chit ky khong hop 1&"

b
Response Body Fields
Bang dudi ddy mo ta cic field duoc tra vé trong response ctia API.
Field Required | Type Description Example
status Yes base64 | Trang thai xir Iy "success"
string request "error"
code Conditional | string | M 16i hodc ma két qua | "REQ-400"
xu ly
message Yes string | Thong diép mo takét | "Thanh
qua xu ly cong"
result Conditional | string | Két qua nghiép vukhi | "DUYET" |
HTTP 200 "TU_CHOI
registration_code Conditional | string | Ma phiéu dang ky "TEM-26-
MVAN cép khi gui 000123"
type code =399
message _code ref Conditional | string | Ma thong diép MVAN | V01090457
gt lén Core 602677D91
652BB4A9
F82956436
6D11D980
request xml to core | Conditional | base64 | Dir liéu xml gui 1én "PHhtbDS5I
string | Core ZWxsbzwv
eGlsPg=="
response_xml from | Conditional | base64 | Dit liéu xml Core phan | "PHhtbDS5I
core string | hoi ZWxsbzwv
TCGP dya vao thé eGlsPg=="
MLTDiep trong dit li¢u

xml nay dé tham chiéu
dén tai lieu mo ta dit
li¢u xml tuong Ung:
MLTDiep : 001(Tham
khao tai day)
MLTDiep: 203(Tham
khao tai day)
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VIII.2. API Nhan thong di€p (receive record)

Muc dich

Pé tra ciru thong diép

Request

POST /Api/traceHub/receive _record HTTP/1.1
Host: uat-txngmvan.netacom.vn
Content-Type: application/json; charset=utf-8
X-Key-Id: <keyID>

X-TCGP-Timestamp: 1746956400
X-TCGP-Signature: <Base64 Signature>

{

"message code":

"V010904576026BB1210A71111EF845AB5S4FE1I91DEAB"

b
Request Body Fields
Field Require | Type | Max Description | Example
d Length
message co | Yes strin | 100 Ma thong MSG2025051200
de g diép cantra |01
cuu

Response Success
HTTP/1.1 200 OK
Content-Type: application/json

{

n.n

"status": "success",

"message": ""’
"data": [

"message code":

"K010904576026BB1210A71111EF845AB5S4FE191DEAB",

}

"type code": "201",

"sender code": "BNNMT",

"receiver code": "V0109045760",
"xml": "PHhtbD5IZWxsbzwveG1sPg=="

b
]
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Response Error

HTTP/1.1 404 Not Found
Content-Type: application/json

{

"status'": "error",
"code": "DATA-404",
"message": "Khong tim thay thong di¢p"

b
Response Body Fields
Bang dudi ddy mo ta cAu tric céc field trong response body ctia APL
Field Required | Type | Description Example
status Yes string | Trang thai xirly | "success"
request. Gia tri
gdm success hoic
error
message Yes string | Thong di¢p mo ta | "Khong c6 dir
két qua xir 1y. ligu"
Rong khi co dir
liéu phan hoi tir
MVAN; trd vé
"Khong c6 dir
ligu" khi MVAN
chua phan hoi
data Yes array | Danh sach thong | []
diép phan hoi tir
MVAN.
data[].message code | Yes string | Ma thong diép "K010904576026
phan hoi BB1210A71111E
F845AB54FE191
DEAB"
data[].type code Yes string | Ma loai thong "201"
diép
data[].sender code | Yes string | Ma no1 guri "BNNMT"
data[].receiver code | Yes string | Ma noi nhan "V0109045760"
data[].xml Yes base64 | N61 dung XML "PHhtbD51ZWxs
string | encode Base64. bzwveGlsPg=="

Client cﬁq decode
Base64 dé d(_)g noi
dung XML goc
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VIIL3. API kiém tra trang thai thong diép

Muc dich

Pé kiém tra trang thai thong diép

Request

POST /Api/traceHub/check message HTTP/1.1
Host: uat-txngmvan.netacom.vn

Content-Type: application/json; charset=utf-8

X-Key-Id: <keyID>

X-TCGP-Timestamp: 1746956400

X-TCGP-Signature: <Base64 Signature>

{

"message code ref":
"V0109045760262D8B58A74F429CA4670B448FD90BF3",

}
Request Body Fields
Field Required | Type | Max Description Example
Length
message code ref | Yes string Ma thong digp | V010904
MVAN travé | 5760262
cho TCGP & D8B58A
truong 74F429C
message code r | A4670B
ef trong 448FD90
response muc BF3
V.1. API Giri
thong diép
Response Success

HTTP/1.1 200 OK
Content-Type: application/json

{

"status": "

success",

"code": "TWS001",
"message": "Thanh cong",
"message code ref:
"V01090457602677D91652BB4A9F829564366D11D980",
"response_xml from core": "PHhtbD51ZWxsbzwveG1sPg==",
"type code": "101"

}
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Response Error
HTTP/1.1 401 Unauthorized
Content-Type: application/json

{

"status'": "error",

"code": "SIGN-001",
"message": "Chit ky khong hop 1&"

b
Response Body Fields
Bang dudi ddy mo ta cic field duoc tra vé trong response ctia API.
Field Required | Type Description Example
status Yes base64 | Trang thai xir | "success"
string 1y request "error"
code Conditional | string | M3 18i hodc ma | "REQ-400"
két qua xir Iy
message Yes string | Thong di¢p md | "Thanh
ta két qua xtr 1y | cong”
type code Yes string | M3 loai thong | "101"
diép
message code ref Conditional | string | Ma thong di€p | V010904576
MVAN gui lén [ 02677D9165
Core 2BB4A9F8§2
9564366D11
D980
response_xml from core | Conditional | base64 | Dir li¢u xml "PHhtbD51Z
string | Core phan hdi | WxsbzwveG
IsPg=="
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VIIL.4. Callback dir li¢u tir MVAN

TCPG s& cung cap mot APT callback (co xac thuc Basic Auth) dé MVAN
gui két qua xir Iy cia mot sd nghiép vu vé hé thong TCGP.

Hién tai, MVAN chi st dung callback cho nghiép vu “Dang ky sO luong
UID”. Trong tuong lai, néu phat sinh thém cac nghiép vu can tra két qua bat dong
bd (async), MVAN s& bd sung callback tuong tng.

Khi c6 két qua xir Iy, MVAN sé& goi API callback cia TCGP va gui dit liéu

theo format:

{

"receiver": {

"message code":
"V010904576026BB1210A71111EF845AB54FE191DEAB",

"xml data": "PHhtbD5IZWxsbzwveG1sPg==",
"type code": "399"
"registration_code": "TEM-26-000123"

b
b
Field Required | Type | Max Length Description
receiver.message ¢ | Yes string | 100 Ma thong di¢p
ode
receiver.xml data | Yes base6 | 10 MB Dir ligu XML
4 encode Base64
string
registration_code Condition | string | M phiéu dang | "TEM-26-
al ky MVAN cap | 000123"
khi gui
type code =399
type code Condition | string | Ma loai thong "399"
al diép
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Luwu y: Thong diép 399, xml_data sau khi decode base64 co dang nhw sau:

<?xml .version="1.0".encoding="UTF-8"2>
<TBao>
<DLTBao>
<NSPham>RUOU< /NSPham>
<MSDNDVGP>0123456789</MSDNDVGE>
<DSTTTem>
<TTTem>
<LTem>3</LTem>
<SPham>RUOU-VANG-750ML</ SPham>
<Serial>
<TSo>VN00000001</TSo>
<DSo>VN00001000</DSe>
</Serial>
<MQR>
<TSo>https://traceviet.mae.gov.vn/02/0123456789-RU0OU-VANG-750ML-VNOO000001</TSo>
<DSo>https://traceviet.mae.gov.vn/02/0123456789-RUOU-VANG-750ML-VNOOD01000</DSo>
</MQR>
</TITem>
<TTTem>
<LTem>1</LTem>
<SPham>RUOU-VANG-750ML</ SPham>
<Serial>
<TS0>VC00000001</TSo>
<DSo>VC00000100</DSe>
</Serial>
<MQR>
<TSo>https://traceviet.mae.gov.vn/04/0123456789-RU0OU-VANG-750ML-VC00000001</TSo>
<DSo>https://traceviet.mae.gov.vn/04/0123456789-RUOU-VANG-750ML-VC00000100</DSo>
</MQR>
</TITem>
</DSTTTem>
</DLTBac>
</TBao>
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VIIL.S. Danh muc ma loai thong di€p

Ma | Tén

001 | Thong diép phan hoi k§ thuat

101 | Théng diép dang ky/thay doi thong tin nha san xuat

201 | Théng diép dang ky/thay doi thong tin doanh nghiép

202 | Thong diép giri yéu cau kiém tra trang thai dang ky/thay doi thong tin
tham gia TXNG danh cho doanh nghi¢p

203 | Thong diép phan hoi yéu cau kiém tra trang thai dang ky/thay doi
thong tin tham gia TXNG danh cho doanh nghiép

302 | Thong tin nhan ban giao tem chira UID tir nha in

304 | Thong diép ho so dang ky kich hoat UID san pham

305 | Thong diép thong bao vé viéc tra két qua thong tin ban giao UID cho
nha san xuat

399 | Thong diép gti ho so ding ky so luong UID can sir dung

401 | Thong diép nhat ky canh tac trong trot

402 | Thong diép giri théng tin nhat ky hd so chian nudi

403 | Thong diép giri thong tin nhat ky hd so canh tac 1am san

404 | Thong diép giri thong tin nhat ky ho so canh tac thiy san

501 | Thong diép gui thong tin kiém nghiém

502 | Thong diép gui thong tin két qua 1dy mau

503 | Thong diép gui thong tin kiém nghiém trude khi xuat khau
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